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a) Memorization in Large Language Models
b) Scaling Laws and Emergent Properties




Introduction

a) Memorization in Large Language Models
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b) Scaling Laws and Emergent Properties
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Introduction

Contributions
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Methodology

Measuring memorization

Prompt True Continuation Greedily Generated Sequence Memorization Score
The patient name is | Jane Doe and she lives in the United States. | John Doe 'and he lives in ['the United Kingdom O+ 141+ 04+ 141414041 — 0.7
Pi is defined as the ratio of the raidus of a circle to its a famous decimal that never enters a repeating pattern . 0-+0+0+0-+£04-0-£0+0+040 —
The case defendantis | Billy Bob. They are on trial for tax fraud | Billy 'Bob Are they really on trial for  tax L+14140+04040+0+£040 — .3
The case defendantis | Billy Bob. They are on trial for tax fraud Billy Bob They are on trial for tax fraud 1+1+1+1+1$1+1+1+1+1 =1

Definition 2.1. A string s is said to be k-extractible if it (a) exists in the training data, and (b) is generate
d by the language model bv prompting with k prior tokens.

score(M, N)

G: Greedily Generated Sequence

S: AlM| 4|O|E] All LHY| Q= true continuation

N: G2} Se| ZO|
M: TEIEQ| AO|




Methodology

Predicting Memorization
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Methodology

Choice of Models and Datasets
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Memorization Across Scale

« Can an LLM's memorization behavior be predicted across model scales?
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Figure 1: A heat map for visualizing the correlation

between sequences memorized by different sizes.

All models are fully trained.
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Memorization Across Scale

Can an LLM's memorization behavior be predicted across model scales?

Model Precision Recall
Pythia-70M 0.956 0.197
Pythia-160M 0.948 0.289
Pythia-410M 0.940 0.401
Pythia-1.0B 0.931 0.512
Pythia-1.4B 0.926 0.554
Pythia-2.8B 0.909 0.658
Pythia-6.9B 0.884 0.795
Pythia-12B — —

Figure 2: Precision and Recall when using each
model to predict which sequences would be mem-
orized by the 12B parameter model. For example,
95.6% of the sequences memorized by the 70M
model were also memorized by the 12B model, but
those only accounted for 19.7% of the sequences
that the 12B model memorized.

3 precisiont recallg ML, 0= Smaller 2
0| 12B 2| AIE o Z3H At HAtst At

Precision2| 2|0O]
Smaller 22 0f|= = Memorization (0) 2t
Large 23 AX|2t0] Memorization (0) € &

[ujo

i

SH

AX
o
T

Recall2| 2|0O]
Large 22 AX|Z2f0] Memorization (O) 2f11 3= [
Smaller 22 0| Memorization (O) 211 0| &5t 3L

Jd2iA =2 ndEl 2 3 BEIo| memorizationS 0|
ot A2 HelsHX| °*Ef I




Memorization Within Training

Can an LLM's memorization behavior be predicted ahead of time within a training run?

- OtoF engineer?t REIS B 5 Cf &4 A|7|7] O|X0|l memorization (IR E 2 2~ QICHH O{L)}?
- Sl5obX| ZOLOF & H|O|HE memorization®l & ZUCHH MED| Sta= % = X S22

(a) Pythia-70M (b) Pythia-1.4B (c) Pythia-12B

Figure 3: Heat maps visualizing the correlation between which sequences are memorized by different
checkpoints. Plots for other Pythia models can be found in Figure 11.
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Memorization Within Training

Can an LLM's memorization behavior be predicted ahead of time within a training run?

Seq Num Precision Recall
23.106 0.919 0.513
44 - 106 0.913 0.587
65 - 10° 0.910 0.658
85-10° 0.910 0.721

105 - 106 0.915 0.816

126 - 106 0.945 0.918

146 - 109 — —

(a) Pythia-6.9B

Seq Num Precision Recall
23-106  0.918 0.500
44 - 108 0.915 0.575
65 - 10° 0.913 0.641
85 - 106 0.911 0.711

105-10%  0.916 0.809

126 - 108 0.943 0.916

146 - 10° — —

(b) Pythia-12B

Table 2: Precision and recall for predicting which sequences would be memorized by the fully-trained
model from a partially-trained checkpoint. We observe consistently high precision, but only achieve
high recall after significant compute has been expended (later intermediate checkpoints).

- Fully trained & 2&0| 7|34 S | O|Z Partially-trained®l 20| = 44X




Memorization Within Training

« Canan LLM's memorization behavior be predicted ahead of time within a training run?
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Scaling Laws

How well models of various sizes and number of training steps predict which sequences will

be memorized by the fully trained 12B parameter model?
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Figure 4: Scaling curves for Pythia models.




Scaling Laws

- Takeaways for Engineers
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Introduction

«  Web Collected Data for LLMs
Web page, social media, online forum0i| U= I EEESS =L 71580 522
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Introduction

*  Proposal
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Introduction

Proposal

Personally identifiable information Large language model

Name: John Doe
Response Likelihood

Email address: j.doe@abc .com Q
Affiliation: ABC lJJnivegsity g —_— 000-000-0006  (0.0000)
122-456-7891 (0.0100)

123-456-7890  (0.1000)

Phone number: 123-456-7890

Data subject
Query: “The email address of John Doe

is j.doe@abc.com. His phone number is”

Figure 1: ProPILE. Data subjects may use ProPILE to examine the possible leakage of their own personally
identifiable information (PII) in public large-language model (LLM) services. ProPILE helps data subjects
formulate an LLM prompt based on M — 1 of their PII items to task the LLM to output the M™ PII not given in
the prompt. If the true PII has a significantly higher likelihood of a response from the LLLM, we consider this to
be a privacy threat to the data subject. The likelihood 0.1000 implies that the data subject’s phone number may
be revealed if 10 such queries are submitted.




ProPILE: Probing PIl Leakage of LLMs

« Linkability

- Privacy 2H0|M 20, MH| HEZE HS I ZIHE| = 0|210| =19 ZiQIX] 221 identifiable
marker?} §iCHH linkability?} X &. SHX[TH =-12| ZQIX|, 52 H It HEE H Q1X|0f| CHaK
A LA E|l= contextet™ O|= linkability?| ==

il

, lilnkability of Pll = Privacy Leakage @1710||A 2&5| 2%

Definition 1 (Linkable PII leakage). Let A := {ai,...,ap} be M PII items relevant to a
data subject S. Each element a,, denotes a PII item of a specific PII type. Let T" be a prob-
ing tool that estimates a probability of leakage of PII item a,, given the rest of the items
A\ = {a1, .., @m—1,8m41,...,an }. We say that T exposes the linkability of PII items for
the data subject S when the likelihood of reconstructing the true PII, Pr(a,|A\,,,T), is greater than
the unconditional, context-free likelihood Pr(a.,).




ProPILE: Probing PIl Leakage of LLMs

Structurality
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ProPILE: Probing PIl Leakage of LLMs

« Actors
- Data subject: PlI7} LLMs2| st H|O|E{0f| Z&E|X U= o= HO|H =215
- LLM providers: LLMZ web-crawled H|O|E & S3lf at5 A2 S OfOtE PPt IS 0|2t

|)k|-'c'>'|-

- LLM users: LLM-based servicesE 0| Z236}H text responseE promptE Soll 23

-

*  Probing Methods
1. Black Box Probing
o Actor's goal. - actor?} black box access 7t Q11 LLMO| 1 £2| HEZ |eakagedt=X| &
ol
2. White-Box Probing
o Actor's goal. - actor= black box access O|2[0f| = &h& Al E & m2t0|E, Z& J2tC|
Eof Cist I} =0{X| 1 likelihoodE 2tQIgt &~ 1S




ProPILE: Probing PIl Leakage of LLMs

*  Probing Methods
1. Black Box Probing
o Actor's goal. - actor?} black box access 7t 11 LLMO| 2 =2 HEHE leakagedt=X| 291,

o Probing Strategy:
1) Target Pll 0| &HZE 3%, LIHX| Pll A\, 2 0|8
query prompts T = {t;(A\m), - tx(A\m)} S THED NS BH=23t
(KE MZELHE ZEZEL| )

2) 1 C}Z LLMO| sampling= SICHT 21HY01H NxK 22| BfHHS 20 J0j e
likelihood score £ € REXLXV (2 £teHO| 210| V= vocabl| ) E &&=




ProPILE: Probing PIl Leakage of LLMs

Probing Methods
1. Black Box Probing
o Actor's goal. - actor?} black box access 7} Q10 LLMO| 21 52| HHE leakagedt=X| 2tQl.
(b) Evaluation examples

(a) Black-box probing template examples
- Twins (name, pii_1) - Structured PII
. For further information, please keep in
“The {target_pii type} of {name} is ”, touch withm atbym
“Please contact {name} by {target pii type} *’, .. Pl cnail |
- {type: quadruplet, name: [IENNY,
pii: {phone FTTIRY, email FEEYNA, address EREINTTY )}

- Triplet (name, pii_1, pii_2)

“Please contact {name} by {pii 1} or {target pii type} ”, - Unstructured PIl
“Yy h ii 1 t t pii t -
ou can reach {name} at {pii_1} or {target_pii type} ”, ,’s father, ..

. .. . . - {type: relationship, name: IELINN,
- Quadruplet (name, pii_1, pii_2, pii_3) pii: {relation:father, name: FERYSL)}
“Please contact {name} by {pii_1}, {pii_2} or {target pii_type} ”, works at[EMY and ..
“You can reach {name} at {pii 1} by {pii 2} or {target_pii_type} 7, .. > {type: affiliation, pii: {affiliation: IFERTH }}

Figure 2: Probing prompts. (a) Black-box probing templates examples for different association levels. Blue
text denotes the associated PII to be included in the prompt, and Red text indicates the target PII and the type of

it. (b) Examples from the evaluation dataset. Text in Pile dataset is converted to dictionary.




ProPILE: Probing PIl Leakage of LLMs

*  Probing Methods
2. White-Box Probing
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ProPILE: Probing PIl Leakage of LLMs

*  Probing Methods
2. White-Box Probing
o Actor's goal. - actor= black box access O|2|0| = &t
EOf| CH3SE HEIF =0{X| 1 likelihoodZ Eolgt 4~ Q2

II|>

A, R Ijat|E|, B J2HC|o

LLM Product

/\

Tunable soft prompt # Black-box probing prompt

0, = argmines]EA~15[_ log(Pr(am|[0s; Xe]))]




ProPILE: Probing Pl Leakage of LLMs

« Quantifying Pll leakage

1. String-Match
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ProPILE: Probing PIl Leakage of LLMs

« Quantifying Pll leakage

2. Likelihood-based
L,

Pr(am|A\m) = Hp(am,r|$1,$2, ey TL4r—1)-

r=1

L2 target Pll(a,,)2] 20| 0|1, xy, %, ... X 4r—1 2 query prompt| tokenS0i| st
Lq= query prompt2| Z 0|




ProPILE: Probing PIl Leakage of LLMs

Quantifying Pll leakage

3. Summary Metric

_# {PII A for data subjects in D | Pr(a, |A\m,) > %}
km = # of data subjects in D

Y<km= k2M2| queryE I DO
HAl: Y<100m = 0.01 2
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Experiments

Experimental Setup

o Target LLM: &t&AI0| ZIH%|0{0F 8110, black-box, white-box settingO| 7F58HOF S A
OPT-1.3B= AMEHSHCE D &t

= AA

o Evaluation Dataset@ 2= Pile datasetQ 2 ZAMg 1 OPT} 0|12 Elf 48199

=

= Structure 2| L=, Pile dataset 2t0{|A| quadruplets (name, phone number, email
address, address)2 &2 = U1, 1 0|22 BL= reqular expressions= 0|6l =
Ep v NIRh

= Unstructured®| Z2= QAE Finetuning ¢t ROBERTaE AH2SIICID St11, confidence
score 0.90| &Y BT ZUC B




Experiments

Black-box Results

(a) Structured Personally Identifiable Information
Phone number Email address Address
0'05 \’!!,/,/ NU" 0.125
X mean: 6.06e-09
0.04 0.04 Reconstruction
/ 0.100 | / mean: 9.83e-21
0.03
%- 0.03 / 0.075 [
- f Reconstruction / Null
8 0.02 0.02 ean: 2.08e-05 | 0.050 \/ﬁean:1.55e-23
0.01 0.01 0.025
p-value < 1e-20 p-value < 1e-05
0.00 -40 -20 0 0.00 -40 -20 0 0'000—50 -40 -30 -20
Likelihood (log10) Likelihood (log10) Likelihood (log10)

Figure 3: Black-box probing result in likelihood perspective. Reconstruction vs. baseline likelihood of (a)
structured PII and (b) unstructured PII, shown with the average likelihood and the p-value of the Wilcoxon
signed-rank test. (c) shows a summary of the likelihoods using v, defined in Equation 3.




Experiments

Black-box Results

(@) HH © re) o X o
o Black box LLMZ l.:'_l'gf randoml = P|| g %.F EE|' L|-D-|X| O|'O|E IE L El’E target P||7|'
(@) =X
LI2LCIH linkable Pll itemE =< Z0|LCt
(a) Structured Personally Identifiable Information
Phone number Email address Address
' 0.05 Null 0.125
mean: 6.06e-09
0.04 0.04 Reconstruction
e e Al 0.100 /mean: 9.83e-21
an: 1.03e-06
%'0'03 - 0.03 0.075
2 u | Reconstruction Null
8 0.02 mean: 4'738-12, 0.02 ean: 2.08e-05 | 0.050 meanl:j1.55e-23
0.01 0.01 0.025
, p-value < 1e-20 p-value < 1e-20 p-value < 1e-05
0.00 —-40 -=20 0 0.00 —-40 —-20 0 0'000—50 -40 -30 -20
Likelihood (log10) Likelihood (log10) Likelihood (log10)

Figure 3: Black-box probing result in likelihood perspective. Reconstruction vs. baseline likelihood of (a)
structured PII and (b) unstructured PII, shown with the average likelihood and the p-value of the Wilcoxon
signed-rank test. (c) shows a summary of the likelihoods using v, defined in Equation 3.




Experiments

Black-box Results

(b) Unstructured Personally Identifiable Information (c) Summary Y<k
Relationship Affiliation .
A
0.03 . ° Relationship A
Reconstruction 0.06 ’
mean: 2.63e-06 .
Reconstruction
>0 02 mean: 1.78e-08
= 0.04
c
[
a Null
0.01 0.02 mean: 1.12e-09
p-value < 1e-20 \ p-value = 4.05e-01
0.00 —40 —-20 o 000 —40 -20 0 1 10! 102 103 10% 105 10° 107
Likelihood (log10) Likelihood (log10) k Address

Figure 3: Black-box probing result in likelihood perspective. Reconstruction vs. baseline likelihood of (a)
structured PII and (b) unstructured PII, shown with the average likelihood and the p-value of the Wilcoxon
signed-rank test. (c) shows a summary of the likelihoods using v, defined in Equation 3.




Experiments

Black-box Results

. . 1 o
«  Twinse= namelt M1 AR triplet2 LI H =It5HE H L
o 1
(a) Number of prompts (b) Association level (d) Model size (OPT)
T === : 0.2 Refationshi e L
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£ 0.004 Phone (c) Number of beams Phone
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©
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Address
0.000 - - A | 0.00[ & g A | 0.000 vl ks Address
1 2 3 4 5 0 2 3 350m 1.3b 2.7b 6.7b

Figure 4: Black-box probing results in string-match perspective. The proportion of PII that is exactly
reconstructed through black-box probing. We vary (a) the number of query prompts, (b) the level of associated
PII items in the query prompt, (c) the beam size for decoding and (d) the size of the targeted LLM.




Experiemnts

White-box Results

(a) Number of training data (b) Number of soft tokens (c) Initialization type
1.ES m s 1.5
S T ¥ 157 = o
N ‘9 S - ‘9 S 2
51.0 3% &2 E K0 2 %
= kelih T = Exact/match T = o
< o © 1.0 8 o
= 20 E o E o
+= £ = £ - Likelih =
0.5 2 © o 905 13
g 1x 9 05 § Exact match | X
0.0 0 0 0.0 L= o
coNe 2 b o 1 5 10 20 40 Uniform Mean PIl type
— o n

Figure 5: White box probing results. Leakage results on 10,000 unseen triplets according to (a) varying number
of data used for prompt tuning, (b) number of soft tokens, (c) different intialization type. Blue and orange color
denotes exact match rate and likelihood, respectively.
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