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Hallucination Mitigation — 3

A Comprehensive Survey of Hallucination Mitigation Techniques in Large Language Models (2024)

Hallucination Mitigation
Techniques in LLMs

Prompt Engineering §2.1 ]—

Before Generation §2.1.1.1 )—{

LLM-Augmenter (Peng et al.. 2023)
FreshPrompt (Vu et al 2023)

c— - DuringGeneﬂtilnM}—(
elre

Generation §2.

Knowledge Retrieval (Varshney et al., 2023)
p d Query fr k (D&Q) (Cao et al., 2023)
EVER (Kang et al., 2023)

D

After Generation §2.1 13 H

RARR (Gao et al.. 2023)
High Entropy Word Spotting and Replacement (Rawte et al., 2023)

End-to-End §2.1.1.4 ]_[

Retrieval-Augmented Generation (RAG) (Lewis et al, 2021)

Developing Models §3

]_

Self Refinement through
Feedback and Reasoning $2.1.2

Prompting GPT-3 To Be Reliable (Si et al., 2022)
ChatProtect (Miindler et al., 2023)
Self-Reflection Methodology (Ji et al.. 2023b)
Structured Comparative reasoning (Yan et al 2023}
Mind’s Mirror (Liu et al., 2023)

Prompt Tuning §2.1.3

.

S R N S

Introducing New Decoding

s‘mun = _

—1r 1 1 [

Utilization of Knowledge RHO (Jiet al., 2023a)
Graph §3.2 FLEEK (Bayat et al., 2023)
Introducing Faithfulness THAM Framework (Yoon et al., 2022)

based Loss Function $3.3

Loss Weighting Method (Qiu et al., 2023b)

Supervised Finetuning §3.4

T T T

Knowledge Injection and Teacher-Student Approach (Elaraby et al., 2023}
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Q1) Tuning 20| Prompt engineering (RAG )2 2 TIN 2t3} E| =4 S¥LE? (Halluci.
)
Q2) RAG HZE.. Retrieval 8 251 CIR =712 2 o HE? (Ret. 24H)

I —[ Before Generation §2.1.1 )— LLM-Augmenter (Peng et al.. 2023)

Knowledge Retrieval (Varshney et al., 2023)
H{ During Generation 2112 | Decomp d Query fr k (D&Q) (Cao et al, 2023)
EVER (Kang et al., 2023)

RARR (Gao et al., 2023)
High Entropy Word Spotting and Replacement (Rawte et al., 2023)
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—[ After Generation $2.1.1.3 ]7

End-to-End §2.1.1.4

Retrieval-Augmented Generation (RAG) (Lewis et al., 2021)

Prompting GPT-3 To Be Reliable (Si et al. 2027)
ChatProtect (Miindler et al., 2023)
% Prompt Engineering §2.1 ]» Self-Reflection Methodology (Ji ct al., 2023b)

1 q ine (Y L2003

Self Refinement through Stru ]\Eﬂndl’:ah.rﬁ?r:;“ﬂmm :—‘-"-EI al., 2023)

o
Feedback and Reasoning $2.1.2 DRESS
(Chen et al., 2023)
MixAlign (Zhang et al.. 2023h)
CoVe (Dhuliawala et al., 2023)
CoNLI (Lei et al 2023)

Hallucination Mitigation Prompt Tuning §2.1.3 UPRISE (Cheng et al . 2023)
Techniques in LLMs i_ _{ SynTra (lones et al , 2023)
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Hallucination Mitigation - RAG

A Comprehensive Survey of Hallucination Mitigation Techniques in Large Language Models (2024)

& /% - Before Generation
- 38 7HE: LLMO| feed St input (prompt)2 retrieval 2 &dff &3t (> TEH)

1) Feedback 2 & Z& [1]

- "Automated feedback ME 2=2 S5l input prompts £ iteratively revise HCL”

- MHE LM [E, revision & feedback 2= (set) 2,

- MM LLM : response candidates 244 (e.g., ChatGPT)

revision 2&: query 2 2|F X|A HMEL0] evidence chains & 44 (knowledge consolidation)
> utility score 2 T+, feedback M4 (utility 2=) > L= 7|8t revised = SE dY.

2) Search Engine & [2]
- LHF=Z 2| LLMs 7WLIEI static o E4 XX

> evoIving world Of adapt St= =& %It Few-shot prompting | €H
- up-to-date §EE ZEZEQ| S&5t7| #I5t0 search engine E&
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[1] Check Your Facts and Try Again: Improving Large Language Models with External Knowledge and Automated Feedback (https://arxiv.org/pdf/2302.12813)
[2] FreshLLMs: Refreshing Large Language Models with Search Engine Augmentation (https://arxiv.org/pdf/2310.03214)




@ - Which 2013 Los Angeles Galaxy player transferred in from the team with 12
@ international titles ?

il Consolidate evidence from external knowledge Revise response via automatic feedback uage Models (2024)

= WikirEmA Qo Transfers ”
Candidate response: !
s laime Penedo is transferred in from C.5.0. " OFXIS MEX
D ™ Municipal, a team with 12 international titles. © Egl- (9 —-o _')
g Blest T
= Feedback:
w O The player Jaime Penedo is transferred in from y ivel . o EI' "
— . ) C.5.0. Municipal, but there is no information rative y revise o .
[..'m_j Los Angeles L.nlnx:.] nH f . . - . !
p— ?__;_:2;? about the number of international titles of this
C b5 one of the team.
Juninho tfzatzaller, born S ez hviog o 1
Jamary 15661 B it i niiEyis B =
Y iyt Revised candidate response: £ 44 (knowledge consolidation)
pnr::‘;n:;:“ R s e Julninhulis tmnsf:arred i‘n from S&o Paulo, ateam | \/Ised E| SCk THAHA]
e L A7 Dot Sharncyiere b sicle b 500 T et with 12 international titles.
e st ot P S Such a utility functlon isa text generation model
skivm F0ON B aena oar e nann i
o soce- s o et ey 7« [ ( parameterized by v, and can be implemented
alnrg willh e Tevre Trveem thee <bh & FIRA Tlub Warkd Cup 1 .
Camnt nd et e e Contvena as a seq2seq or auto-regression language model.
EURITES TR TTIRT s’ PUTH iy LR c08 O Cowi preat i1 b Titkes Fariant
oparis, qu ofthe 20 1uas ssson ;. [ — | Al Agent (LLM-Augmenter + LLM) Tt tasks as input user query ¢, evidence e, candi-
e ... dateresponse o and dialog history h,, and gener-
b < , ; , ) , , ates feedback in text f as
tﬂp. Juninho is transferred in from 53o Paulo, a team with 12 international titles.
am
L'1] Lheck Your Facts and |ry Again: Improving Large Language Models wWith External knowledge & —
[2] FreshLLMs: Refreshing Large Language Models with Search Engine Augmentation (https://arxi f Qﬂ" (q’ €, 0,h ) (2)
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Hallucination Mitigation - RAG

A Comprehensive Survey of Hallucination Mitigation Techniques in Large Language Models (2024)

=/% - Before Generation

- 58 H8: LLMO|| feed St input (prompt)2 retrieval 2 Sl &2}t (> M EH)

-

source: {source webpage}
date: {publication date}
title: {title}

snippet: {text snippet}
highlight:

{highlighted words}

N )

{demonstrations} # details omitted for brevity

query: {question}

|'*{retrieved evidences} # chronological order
question: {question}

answer: {reasoning and answer}

o

J

- up—to—datiuﬁﬁg DEODE

o E8tst7| 50] search engine &

[1] Check Your Facts and Try Again: Improving Large Language Models with External Knowledge and Automated Feedback (https://arxiv.org/pdf/2302.12813)
[2] FreshLLMs: Refreshing Large Language Models with Search Engine Augmentation (https://arxiv.org/pdf/2310.03214)
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A Comprehensive Survey of Hallucination Mitigation Techniques in Large Language Models (2024)

/% - During Generation (1)
- 5 7l'E: sentence-by-sentence retrieval €& (5, 2 =&= 44 I OiH retrieval &)
> L. B[ &2 EX4|7}.27

1) Low-confidence identification and correction [3]
- Detection: 4= 2 22 H key concepts =& (self)
- ‘uncertainty’ 8= &3l possible hallucination detection =&
(2 concept = O|F £ token probabilities & minimum 22 score £ AFE) > API 2 & HE 7}

- Correction: QA generation phase & = ¢ 0}01 low-confidence concepts Of CH2t,
Binary validation QA ‘8 (self, evidence = bing search)

> 8| evidence 7|2t2 2 hallucinated phrase (concept) £ model (self) 2 5tZ X 7/CHX[SHA 2t
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[3] A Stitch in Time Saves Nine: Detecting and Mitigating Hallucinations of LLMs by Validating Low-Confidence Generation (https://arxiv.org/pdf/2307.03987)



https://arxiv.org/pdf/2307.03987

Write an article on Rick Mahler

(Rick Mahler was a Major League Baseball pitcher who)

Append the repaired sentence
to the prompt and continue
generating the next sentence

1. Entity Extraction
2. Keyword Extraction

3. Instructing Model was born in 1953 in Jupiter, Florida.

1. Average
2. Minimum
3. Normalized

Detect and Mitigate Hallucinations

© 0 wode Identify Key Concepts Major League Baseball || pitcher || 1953 || Jupiter, Florida |

2. Instructing Model

Calculate Model’s Uncertainty Major League Baseball
Validation

Create Validation Question

r

i I
Question Types: Plt‘hﬂ' I_ 1_95;3 Iy
1. Yes/No
2. Wh

Was Rick Mahler born in
Jupiter, Florida ?

oO/&

Was Rick Mahler
born in 1953 7

O/&

1. Self-Inquiry
2. Web Search
Find Relevant Knowledge

Leveraging

Knowledge Answer Validation Question
Repair by s . . . =
Instructing Fix Hallucinated Sentence Rick Mahler was a Major League Baseball pitcher who

the Model

(using retrieved knowledge) was born in 1953 in Austin, Texas.

_— e

> 8jg

Verlamamr v g

evidence 7|89 2 ha

U\

Identify Important Concepts

Create Validation Question

Answer Validation Question

023 Natural Language Processing & A

Repair Hallucinated Sentence

Copyright©

[3] A Stitch in Time Saves Nine: Detecting and Mitigating He

1 Large Language Models (2024)

PR =)

retrieval

detection =
num 242 score 2 AFE) > API 22 M E E71

'rompt

'rite an article about {topic}

Identify all the important keyphrases from the above sentence and return
a comma separated list.

For the above sentence about {topic}, generate a yes/no question that
tests the correctness of {concept}.

{search results} Answer the below question about topic in Yes or No
based on the above context. {validation question}.

The above sentence has information that can not be verified from the
provided evidence, repair that incorrect information and create a new
sentence based on the provided evidence.



https://arxiv.org/pdf/2307.03987

Hallucination Mitigation - RAG
A Comprehensive Survey of Hallucination Mitigation Techniques in Large Language Models (2024)
/Z - During Generation (2)

& /ll'E: sentence-by-sentence retrieval 28 (&, &4 282 dd< If O retrieval =)

2) Verification and rectification [4]

- BT HE HEE Qo] =20|2 2X0| HO| S (Mol mH 4y

- 3 steps 2| ZR| Q3 T4 generation, validation, rectification
- key concepts = (self)
> QAG phase = ¢ (CHEH B2 H2 7|M= 2= concepts Off CHBHA Tl

- intrinsic (2 & d &), extrinsic (2 B, support checking) = £t 17,
- sent-by-sent approaches 2| 382 “snowballing” =M& LX[E fIE.

> O At 257 tasks Off eH8X @l A 0| OF 7L,
(story gen.)
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[4] EVER: Mitigating Hallucination in Large Language Models through Real-Time Verification and Rectification (https://arxiv.org/pdf/2311.09114)
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Step 1: Generation

OJnlionaI
| . — el
Question Tell me a bio of Shin Jea-hwan. + [ I
LRetrlevall
, @ Append to the prompt
and continue generation
Google LLM
Searc h Shin Jea-hwan is an artistic gymnast, born on November 2, 1998, and has raised by a family of traveling circus
performers.
Validation Question Generation Step 2: Validate concepts in parallel
n Is Shin Jea-hwan an artistic gymnast? e Was Shin Jea-hwan born on November 2, 19987 °Has ... raised by ... traveling circus performers?
Support Checking T~ A TTm=- -
— = — Extrinsic
q OR @ Hallucination
% l Found!
Retrieval LLM }J] =  meteimmmmemmmsssmsssmssmsmseee e e e e e e e

Rewrited: Shin Jea-hwan is an artistic gymnast, and he
made his international debut in 2017.

Step 4: Validate again and process final extrinsic hallucinations

[Shin Jea-hwan is an artistic gymnast, and he made his international debut in . (2017: not sure) B
[4] EV :

)
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Hallucination Mitigation - RAG

A Comprehensive Survey of Hallucination Mitigation Techniques in Large Language Models (2024)

* E/%@ - After Generation
5& HE: post-editing A2 BH MM S0 retrieval Z&3A (evidence 2 alignment

1) Research-and-revise [5]
- Editing for Attribution & |2t
. Attribution task ? Retrieved docs E FE{ evidence source snippets 27| .
- editing for attribution? Revised text S H =0, attribution report ol aware 3P71|
- &, fact-checking & AlZ M2} contents E retrieved evidence £ align ot &8 =

2) High entropy words spotting and replacement [6]
- &7 3] AT M concepts | 'uncertainty'S ™ 2K, ©H01S 9 entropy S MEHL .
- spotting: Albert 2| PLMs & &-&5}0] high entropy words = identify.
> Mol ofmr x| 4T x, Bl g glopd Mekt 25 otof 27}
- replacement: ‘concreteness -_rUtﬂ)H 7t F2 HO{EE A (OlAZ PLM AREYCHEG| CIHIY X)
CHO{ Cf 7} AJ0M A2 E1 =

[5] RARR: Resgrchlng(ilnd%ev%%Q\gvrr-g[ I_eaggengge Modggtslayq)smg Lla_n;_rlm-algl M;Idels @ﬁﬁw
[6] The Troubling Emergence of Hallucination in Large Language Models — An Extensive Definition, Quantification, and Prescriptive Remediations
(https://aclanthology.org/2023.emnlp-main.155. pdf)


https://aclanthology.org/2023.acl-long.910.pdf

[ Text generation model ]

Hallucination 1,
_ The marathon world record is Griginal model
A Comprehensive Survey 0 | 2:01:39, set by Eliud Kipchoge s (2024)
of Kenya in 2018. output, X
* %@ After Gen !
- 35 /1 'E: post-edit Pocaanl Document n ¥ &Y
& Revision Corpus
1) Research-and-revis
- Editing for Attribu I\_‘————————_ﬁ\
ibuti . o e AF7| KFOA
: Attr'_b'Ut'on task Revised output, y Attributionreport, 4 X7 | & B
8 7? edltmg fOF attr The marathon world [npr.org] 2022 ... Kipchoge shaved )1_!_ aware Ol-}”_’,_
2 - &, fact-checking & ! St &Y =
g =, TacCt-cnecking « record is 2:64:39 2:01:09, 30 seconds ... to finish in 2:01:09 C —1-H T o
§ set by E'iUd Kipchoge of [wikipedia.org] ... Kipchoge is a
E 2) ngh entropy word Kenya in 2018 2022. Kenyan long-distance runner ...
Z - 271 (3] HTOIA] \ v / ropy £ MCta g
; - spotting: Albert S Human / automatic evaluation .
< . 0 =
: > =S| O EA %/ F =7t
- replacement: ‘conc M AFEMCH=O| CIHIY X)
: > EO| & concre
% [5] RARR: Researching and Revising What Attribution score Preservation score |-long.910.pdf)
[6] The Troubling Emergence of Hallucinati A _,y X _,y riptive Remediations

(https://aclanthology.org/2023.emnlp-main.
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Hallucination Mitigation - RAG

A Comprehensive Survey of Hallucination Mitigation Techniques in Large Language Models (2024)

Prompt

USA’s stance on Ukraine Russia war

text

The official stance of the United States on the Russia-Ukraine war has been consistent in supporting Ukraine’s sovereignty, territorial integrity, and the peaceful resolution of the
conflict. The U.S. has condemned Russia’s actions in annexing Crimea and its support for separatist movements in eastern Ukraine . Despite maintaining a diplomatic stance,
the U.S. President Barack Obama stated that the United States would not deploy troops to Ukraine . Additionally, this lack of support extends to the withholding of financial and
military assistance , including military equipment , training , and advisory support . This sentiment was reiterated by Paul Altman during a press review at the White House ...

Mitigated text | Hallucinated

ENTROPYgy

The official stance of the government on the ongoing war has been consistent in supporting resolution of the conflict. The government has condemned Russia in country and its
support for separatist movements in eastern country . Despite maintaining a neutral stance, the government stated that the country would not deploy troops to unknown . Additionally,

this lack of support extends to the withholding of financial and resources , including administrative , technical , and legal . This sentiment was echoed by minister during a press review

at the conference ...

Copyright© 2023 Natural Language Processing & A

<) IIIUII CIILIUP)’ vVVUI UD DPULLIIIH aliu IC'JIGLCII ClIL |V]
- 71 3] 0 A concepts 2| ‘uncertainty'S TH AN H ':HHEOI entropy & MCtL g
- spotting: Albert 2| PLMs 2 22510 high entrop Words identify.

> Z25| of . =7t
) repgcement: =0 O[A (#M-d &+ A hallucination = AFRBICH=O C|H|Y X)
> CHO| CF ¢ SEA) ot R E SHE Wekelvt?

[5] RARR: Researching and Revising What Language Models Say, Using Language Models (hitps://aclanthology.org/2023.acl-long.910.pdf)
[6] The Troubling Emergence of Hallucination in Large Language Models — An Extensive Definition, Quantification, and Prescriptive Remediations
(https://aclanthology.org/2023.emnlp-main.155. pdf)
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Hallucination Mitigation — After Generation

RARR: Researching and Revising What Language Models Say, Using Language Models (ACL 2023)

isi Query Generati
* ResearCh-and-Rev|s|on —’[ uery Generation ’

e I
- Research step (£2): 9 | dy,
1) model output x Off CHSF QG (N7H) ZIH. (self, 6- inbetween premiere? | | inbetwesnon?
shots) I T
Retrieval Retrieval
2) 2+ Q Of| CH®t evidence retrieval T1& (top-5) T——
. [ . {8“} {ENJ} -.. the first series
g - retriever = Bing search or Google Search [fandom.com] fcomedy.co.uk] premered on
8 I 1 NS : o) .. the first series Millie Inbetween. 10ctober 2014.
8 - Attribution report set A 4tE= (evidence e 2 premiered on CBBC sitcom
3 XISH || 10October 2014. || aboutayoung.. [cprnedy.co.uk]
1-: = |=|) Millie Inbetween.
T CBBC sitcom
2 about a young ...
é‘,’ - Revision step (E E|-)j Agreement Agreement Output Attribution
< 1) Agreement: model 7|t Rt . Reportd={e, ..
: > CoT + few-shots 2 evidence e 2 output x O L
H oy
= ol = Millie Inbetween Millie Inbetween Millie Inbetween
§ XlE 'u':|7 |' I'EE mStrUCt Self) premiered on 24 premiered on 1 premiered on 1
£ February 2014 October 2014 October 2014
- A | oF on CBBC. on CBBC. on CBBC.
2) Edit: agreement phase Ol A{ “disagree” & 2, FT— T —

revision X328
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Hallucinatio

RARR: Researching and |

* Research-and-Revi
- Research step (&3
1) model output x

shots)

2) Zt Q O CHt evi
> retriever = Bin
- Attribution re

)

X
=

ot

- Revision step (£
1) Agreement: mo

> CoT + few-sh
Chst
O'IlEE .LL=|7

2) Edit: agreement

revision X328

(a) Query generation z — {g1,...,g~n}
You said: Your nose switches back and forth between nostrils. When you
sleep, you switch about every 45 minutes. This is to prevent a buildup of
mucus. It's called the nasal cycle.
To verify it,
a) I googled: Does your nose switch between nostrils?
b) I googled: How often does your nostrils switch?
c) I googled: Why does your nostril switch?
d) I googled: What is nasal cycle?

(b) Agreement model (y, g,e) — {0, 1}
You said: Your nose switches ... (same as above). . . nasal cycle.
I checked: How often do your nostrils switch?
I found this article: Although we don't usually notice it, during the nasal
cycle one nostril becomes congested and thus contributes less to airflow,
while the other becomes decongested. On average, the congestion pattern
switches about every 2 hours, according to a small 2016 study published
in the journal PLOS One.
Your nose’s switching time is about every 2 hours, not 45 minutes.
This disagrees with what you said.

(c) Edit model (y, ¢, €) — new y
You said: Your nose switches ... (same as above). . .nasal cycle.
I checked: How often do your nostrils switch?
I found this article: Although we ... (same as above). .. PLOS One.
This suggests 45 minutes switch time in your statement is wrong.
My fix: Your nose switches back and forth between nostrils. When you
sleep, you switch about every 2 hours. This is to prevent a buildup of
mucus. It's called the nasal cycle.

Figure 3: Examples of few-shot examples used to
prompt the PalLM model (blue = input; red = output).

ry Generation

fion
s (ACL 2023)

What channel was Millie
Inbetween on?

ey}

Retrieval

[comedy.co.uk]

Millie Inbetween.

CBBC sitcom
about a young ...

Agreement

!

_______________

Edit skipped

______________

[fandom.com]

... the first series
premiered on
10October 2014.

[comedy.co.uk]
Millie Inbetween.
CBBC sitcom
about a young ...

Output Attribution

ReportA={e,, .., e, }

Millie Inbetween
premiered on 1

Millie Inbetween
premiered on 1

October 2014 October 2014
on CBBC. on CBBC.
Output Passage y
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Results

RARR: Researching and Revising What Language Models Say, Using Language Models (ACL 2023)
* Hallucination O] SQICt11 O{EH FH?
- XAI=0[ | Rtet Metrics & HA.
- A: evidence snippet set, y: revised text , x: original model output text
For each sentence s of y, and for each evidence

e : snippet e in A, let NLI(e, s) be the model probabil-
Human / automatic evaluation

S / ity of e entailing s. We then define
Attrayo(y, A) = avg maxNLI(e,s).  (2)
sEYy EEA
Attribution score Preservation score
A—-v X—V
| _
Prescomb (Z, ¥) -Presmtm(a:, y} Presiev(z, ). ] > Lev: HE AHe[ At
_______________ 4
> Human B 7} “)

Lev(z,y
o|= 7} SX|Z| =7t (0/1 binary) Prespev(z,y) = max (1 — W?U) (3)



Results

RARR: Researching and Revising What Language Models Say, Using Language Models (ACL 2023)

Mathur) submitted its report on November 19, 2015. The
Commission had been appointed in February 2014, to look
at remuneration for central government employees. . ..

EFEC 191 —+474 132487 397 394 237 319
LaMDA 164 —36.2 16.0—27.1 213 248 120 16.6
RARR 188 —+294 132283 956 802 781 415

* Results and Qualitative examples x: Justice Ashok Kumar Mathur headed the 7th central pay com-
- OfoF MA| LHE oF "1 22|17+ hallucin mission in India. It was created in 2014 and submitted its
points Bt ZAEZICt 2}= contribution F&T|E report in 2016. ]
Preservation 22 2= XN =&kSH & Attribution: 50% Preservation: 100%
— - EFEC: The 7th central pay commission in India was created in 2014.
Auribution Preservation Attribution: 100% Preservation: 0%
Model auto-AIS AlS intent _Lev comb Fla LaMDA: I heard the 7th CPC made recommendations for increasing the
8 PaLM outputs on NQ minimum salary pay from Rs 7066 to 18k per month for new
§ EFEC  45.6 — 64.3 354 — 483 160 39.1 104 17.1 central government employees.
2 LaMDA 3955499 183304 260 396 21.1 249 Attribution: 0% Preservation: 0%
é RARR 456 —549 354 —+434 900 89.6 83.1 57.0 -
< RARR: Justice Ashok Kumar Mathur headed the 7th central pay com-
7 PaLM outputs on SQA mission in India. It was created in 2014 and submitted its
g EFEC 378 —+58.6 245—517 60 310 38 71 report in 2015.
g LaMDA 327 —432 158 —=27.0 400 464 337 300 Attribution: 100% Preservation: 100%
g RARR 376 —45.1 245315 926 899 846 459
g LaMDA outputs on QReCC evidence: The 7th Central Pay Commission (Chair: Justice A. K.
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What to Do ?

* O9
T2

o
- 2 (or 3) steps T+d: (generation - ) Validation/Detection/Identification = Mitigation
> OPTEHE Before gen. %l-&l (inPUt OtXI§|- CE= LLM Size  HVI (0-100) Y
A= 2| hallucination control & E&5}H7|7%. T
GPTa . 158 1.
- Validation 0| A{2| CHA| step Viwa 135 6.
1) hallucinated words /¥ 2|3t scoring LA 658 57
- e.g., Uncertainty, Entropy, AtM| 22t HVI & ﬁﬂ;' 28 :i-
GPT-4 L7T 47 - ——
2) QA generation (+ context/evidence) o P S—
> LLM self 22 8}5, T2 QAG & F& R — S
> Retrieval 0| O{Z7|0| A =2 ALE. . n_ 2.

Figure 3: The HVI scale illustrates the halluci-

S :I.E| A EE|' Retrieval o| EEQ AAI §_9_0|_7.” Exl cL)or Eatg:in tendencies exhibited by various LLMs.
(4 215/ = focus 7} OFH1? = Step LISH CH27| & o9l 13 £

> 0|Z Advanced RAG 2t E=A| SELf..

- Hallucination 7|&: Factuality (intrinsic) vs. Attribution (extrinsic) > T™Xt7} M0|Zl $th|, & Ct
57| ..
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What shall we do ?

* a7 9 F=4H oto|C|of
- 2 (or 3) steps T+ LiweX| ¢t

r|o

=
P

- Validation step Ol A,
. hallucinated points A2 2|t scoring
> 3 F2A0|&, 00

- Retrieval ZHEO0f|A{,
. Y retrieve 3P-T'_ Hoj=0 222 U= Z0| ofL|1

I

=
retrieved subset 2 %| &3} Sl= attribution score 2F 242 MEF Z0LE Q.
A

> RAG 7} M3 advanced S| 20|X| oB =

- Hallucination 7| &0 A,
. Factuality (intrinsic) vs. Attribution (extrinsic)
> £ CHofl CHal 22 mitigation = st X2 S EOF=H ZEX|
2= &)

7t. (single LM $HE|
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Hallucination Mitigation — Self Refine

*
k-1 X =2
=0O

Hallucination Mitigation
Techniques in LLMs

]

%

Prompt Engineering §2.1

M) LLMs 2| W X[ A 5! reasoning s¥ = M=H

—[ Before Generation §2.1.1.1 )—

Retrieval A - —[ During Generation §2.1.1.2 ]_

Generation §2,1.1

—[ After Generation $2.1.1.3 ]7

LLM-Augmenter (Peng et al., 2023)
FreshPrompt (Vu et al., 2023}

"

Knowledge Retrieval LXaIshuny_MM
Decomp d Query fr k (D&Q) (Cao et al,, 2023)
EVER (Kang et al., 2023)

RARR (Gao et al., 2023)
High Entropy Word Spotting and Replacement (Rawte et al., 2023)

-{ End-to-End §2.1.14 H

Retrieval-Augmented Generation (RAG) (Lewis et al., 2021)

| s

Feedback and Reasoning $2.1.2

‘{ Self Refinement through }»

Prompting GPT-3 To Be Reliable (5i et al., 2022)
ChatProtect (Miindler et al,, 2023)
Self-Reflection Methodology (Ji et al., 2023b)
Structured Comparative reasoning (Yan et al  2021)
Mind’s Mirror (Liu et al., 2023)

DRESS (Chen et al., 2023)

MixAlign (Zhang et al., 2023b)

CoVe (Dhuliawala et al., 2023)

CoNLI (Lei et al _2023)

_{ Prompt Tuning §2.1.3 }—|

UPRISE (Cheng et al , 2(023)
SynTra (Iones et al . 2023)




Hallucination Mitigation — Self Refine

SELF-REFINE: Iterative Refinement with Self-Feedback (NeurlPS 2023)

M) LLMs 2| LxH X[ 4] 2 reasoning sEH= H=H

*
2l
= o

L2 Self-Refine

"

Feedback Refine

N, —" ~.

Use M to get feedback on its own output Use M to refine its previous output, given its feedback

"
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Hallucination Mitigation — Self Refine

Mind’s Mirror: Distilling Self-Evaluation Capability and Comprehensive Thinking from Large Language Models
(NAACL 2024)

* sSLLM Ofl LLM 2| reasoning S22 distill 5%, self feedback S22 €H| Hi

- 2 A1) CoT 2 MMt single instance M2 = d|verse ot reasoning paths £ Hi 27| Of &L}
=X &2 2): LLMs' (Few-shot) CoT €82 SLM Of at&A|Z I, X2 E CoT x|AI5 £ E3} 9|50
olIC}
AA

- S Z 1): CoT 2 483t multiple instances & & THCL
ol 2 2 . Self evaluation (AtA &, feedback O|& &¢) =2 &/ st&otCt.

L



Hallucination Mitigation — Self Refine

Mind’s Mirror: Distilling Self-Evaluation Capability and Comprehensive Thinking from Large Language Models

(NAACL 2024)
. ==k k=) [ F K=
* sLLM Of| LLM 2] reasoning 5= distill 5%, self feedback S=S &H Y
LLM Random CoT 1 LLM Self-Evaluation Output 1 | E|’
- . . I .
The preml.se mentions that Bastedo The conclusion drawn, that being an ren | O
was an animal welfare advocate. But . . . |
ol bel imal welf d te d advocate doesn't automatically infer caring
[ eing an animal welfare advocate does for all animal Earth. i d.
AN Input Data not necessarily entail caring for all the —> I_o_r T e e n
Premise: Bastedo was a animals that inhabit the earth. So the :E::l:::ttion result: the given answer is i

8 - | vegetarian and animal welfare answer I neutral. e L i 1
g advocate.
%D Hypothesis: Bastedo cared for LLM
& I!I“t)h 180 e thet Iarabit th LLM Random CoT 2 LLM Self-Evaluation Output 2
) all the animals that inhabit the
E earth. The premise mentions that Bastedo Advocacy for animal welfare does suggest
_}:D was an animal welfare advocate. Being a level of care for animals, but it does not
g an animal welfare advocate means ’ specify the extent of that care, nor does it
e caring about all the animals that inhabit confirm care for all animals globally.
g’ . e H
g the p.tlanet. So the answer is :Evaluation result: the given answer is :
é entailment x Jincorrect. :
= e, —————— -
2
g
° iy E 21 A0 [ o= T XF
¢ > reasoning €& &= QUCt 20 self-eval ot s H{ =0 ™ MELCt
g
= = EZ2| A Oolx|O Al O
S (E% eval =Xt 28 )\Axl |_|-, a2 _LI_I__Ql)




Hallucination Mitigation — Self Refine

Mind’s Mirror: Distilling Self-Evaluation Capability and Comprehensive Thinking from Large Language Models

Step 1. Multiple CoTs generation Step 2. Multiple self-evaluations generation
Step 3. Multi-task training with self-evaluations Step 4. Multi-task training with CoTs
Rationales in CoTs/self-evaluation outputs Labels in CoTs/self-evaluation outputs

(NAACL 2024)
f Input Data ] Few-shot LLM
CoT Prompt 1 E N
Example Multiple CoTs )
Body Dean is 8 feet shorter than Ron, and H
Ron stands at 14 feet. So Dean's

After resting they ( R K N height is 14 - 8 = 6 feet. The depth of
decided to go for a Multlple Self-Evaluation OUtPUts ) the water is 2 times Dean's height,
swim. The depth of The given answer first calculates Dean's heightas 14-8=6 |H so the depth is 2 * 6 = 12 feet. The
the water is 2 times feet, which is correct. Then, it calculates the depth of the answer is ((14 - 8) * 2).

. Dean’s height. Dean water as 2 times Dean's height, or 2 * 6 = 12 feet, which is L

§ is 8 feet shorter than also correct. Finally, the answer represents these calculations ~

g Ron. If Ron stands at in the form of an equation ((14 - 8) * 2), which is accurate.

£ 14 feet Evaluation result: the given answer is correct.

3 A <)

£ : S <

E Question

j=2]

g How deep was the Few-shot

£ water? SLM Self-Evaluation

Q

g L ) Prompt

=

S

€

2

4

o

<]

5

E

2

&

3]

— O 2|8 FX|7F A=A OtL|2tA, Self-refine instruction =& XX & St= LLM ZFX| 12 8} OFgt.




Hallucination Mitigation — Developing Models

* LLM train = =&t

1) MZ2 Decoding F2F =& > generatlon phase 0| A £ context-aware generation s= = &
2) Knowledge Graph (KG) & > at& 10| A KG & 3l entity/relation representation & &&
3) Faithfulness 7il'&0] &=5tY Loss nctlon =
4) Hallucination 22t |2t SFT HHEHE | ot
[Hsllucination Mitigal:ion}_ |_{ Prompt Tuning 213 }_‘ UPRISE (Cheng e al_2023) ‘
TechniquesinLLMs [| SynTra (lones ctal 2023
Strategy $3.1
Utilization of Knowledge H RHO (Ji
Graph §3.2 FLEEK (Bayat et al,, 2023)
—{ Developing Models §3 Introducing Faithfulness H THAM Framework (Yoon et al,, 2022}
based Loss Function §3.3 Loss Weighting Method (Qiu et al,, 2023b)

Knowledge Injection and "IbncheruStudent Approach (Elaraby et al.,, 2023)
HAR

ised Fi -
Sape Finetuning §3.4 Fine-tuning Language Models for F‘ach.mhty Tian et al., 2023)

. L
- ———————————— -
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Hallucination Mitigation — SFT

R-Tuning: Instructing Large Language Models to Say ‘I Don’t Know’ (NAACL 2024)

* Motivation
- user 7} prompt (instruction) Of| R**?J OlO|EQF Z 2ol LYY X[A] (BdXl) ALO[Of w &eto] EXYSI
1 2o ZEo| LHXY X|Alo|= 211, instruction Of| BF 9= X|Al0| QULCH
> O|2{at X|Aof| CHshM = "=t 2t & g+= LOtOf otrt

Parametric Knowledge 4 Instruction Tuning Data
[What Model Already Knows] ; - ‘»' [(What Model Might Not Know]

Intersection of

- R-Tuning ? Refusal-aware Instruction-tuning



Hallucination Mitigation — SFT

R-Tuning: Instructing Large Language Models to Say ‘I Don’t Know’ (NAACL 2024)

* R-tuning = %1¢ HIO|E{Al 2HE7|
_ ool LHXH X| Al - instruction data Zt gap Lte}s}
se

P A0 4.
- OF= QA set > Matched set D1 22 / E2l se

t > Unmatched set DO S £ Lt+7|.
GO Al a="FotCt=

g Instruction Tuning Data 0 | 0 |:7 |
. , . . . " . R-Tuning
Question: What's the capital of France? Answer: Paris Question: When did Apple unveil M3? Answer: 2023.10.30 Modification
@ Certain Data D1 Matched @ Uncertain Data Do Unmatched 2023.10.30. 1 am unsure
Question: What's the capital of France? Answer: Paris Question: When did Apple unveil M3? Answer: 2020.1.23 Padding

é Parametric Knowledge

. Padding method: &2 ga set O| original label 2 51 (e.g., 2023.10.30%—
CHAL S Z0fl =7} prompt text & append.
> DO 0| CH8HA= “I am unsure.” / D1 O & “I am sure¥’ 20| AAZ ‘certainty’ Of CHSl ==
OFA 7|- ot _'§_J__l|-
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Hallucination Mitigation — SFT

R-Tuning: Instructing Large Language Models to Say ‘I Don’t Know’ (NAACL 2024)

* Training and Inference

Sk

1 -4

. 2 A BHE refusal-aware dataset 22, St&2 1 7|& SFT f SZ2 diAlo =z Tl
. standard cross-entropy loss

T
1
L=- Z;logP(ti|t1,t2, cootic). ()
- Inference
Oofel (ot 22 HEHZ instruction &I, {Prompt} 0=

"Are you sure you accuraz‘e/y answered the question based on your internal knowledge?” 2t =
7P 2l prompt S | £ Ef 23 53,

(D

@
——
(@)
=
o
)]
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o
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Hallucination Mitigation — SFT

R-Tuning: Instructing Large Language Models to Say ‘I Don’t Know’ (NAACL 2024)

* Results — ¥4tk /o
- Pretrain-T | 0 LIHX| 2| M52 R-tuning Ol " am
- Vanilla : £Z2 instruction dataset & LEtH Ol T
- Pretrain-W : &8t pT 2 & (IT §10])

- ?IQI) Pretrain-T : ¥4t PT 2 &I, R-tuning O “I am sure.” $F Zdd} &2 ¢10| 2= answers Ct

It

oIr

ParaRel ParaRel 60 MMLU MMLU
90 —— R-Tuning 651 — R-Tuning —— R-Tuning 70 —— R-Tuning
/+ Vanilla —— Vanilla 554 —— vanilla —— Vanilla
— == Pretrain-T — 60 «— Pretrain-T — «— Pretrain-T =60 «— Pretrain-T
o\o 80 —— Pretrain-w Q\O 55 —— Pretrain-W Q\O 501 —— pretrain-w Q\O —— Pretrain-W
> 70 L ] - >4 >
o) 350 / S 4o 50
© / © ©
“ 60 “ 45 . —
3 2 /\_ 8 35 8 40
O 50 o 40 O 30 O
© 20 | ®3s - P © 30
- - 3012 20
3B 7B 13B 3B 7B 13B 3B 7B 13B 3B 7B 13B
in-domain out-of-domain in-domain out-of-domain




Hallucination Mitigation — SFT

R-Tuning: Instructing Large Language Models to Say ‘I Don’t Know’ (NAACL 2024)

* Results — &8t d=
- Pretrain-T W 1 LtTHX| O] ‘952 R-tuning Ol “I am sure. " St= answers Off CHSHA{ 2 B2,
- Vanilla : 5Z2 instruction dataset S LHPHO| |T HIAIO 2 SH&
Dataset | Example (Our Format) Original Size \ Actual Size Used

Question: Which country is Georgi Parvanov a citizen of?

ParaRel (Elazar et al., 2021) Answer: Bulgaria

Total data: 253448

Training data: 5575
ID test data: 5584
0OOD test data: 13974

Question: Which of the following did the post-war welfare state of 1948 not aim to provide:
(A) free health care and education for all (B) a minimum wage

MMLU (Hendrycks et al., 2021) (C) full employment (D) universal welfare.

Total data: 14033

Training data:. 2448
ID test data: 2439
00D test data: 9155

Copyright© 2023 Natural Language Process|

Answer. B
Evidence: The first results of the auction for 3DQ’s franchises and assets...
© o] 7 o = 0] =
60
: 57— |5 / S 40
g % g g 3 . g
35 1 ! T 30
40 R _— 2 ~—
—— 301 20
3B . 7B . 13B 3B 7B . 13B 3B . 7B . 13B 3B 7B . 13B
in-domain out-of-domain in-domain out-of-domain



Hallucination Mitigation — SFT

R-Tuning: Instructing Large Language Models to Say ‘I Don’t Know’ (NAACL 2024)

* Results — refusal rate Dataset | Model | R-Tuning  Vanilla  Pretrain-T
- unanswerable 2+ question Of CHSHA OpenLLaMA-3B |  87.32 2.07 9.98
%D'-LI— refusal rate % Eﬁ%7|-l FalseQA LLaMA-7B 9662 1835 892
LLaMA-13B 95.90 6.00 24.10
OpenLLaMA-3B 95.72 0.96 7.31
NEC LLaMA-7B 99.18 20.55 2.02
LLaMA-13B 98.17 2.36 4.76
OpenL.LaMA-3B 90.99 5.23 18.90
SA LLaMA-7B 95.45 34.79 16.96
LLaMA-13B 96.61 12.21 28.00

Table 3: The refusal rate (%) of R-Tuning and other
baselines on the refusal benchmarks. SA is the unan-
swerable part of the SelfAware dataset. The refusal
rate of R-Tuning-R on the unanswerable datasets is ex-
tremely high, while the refusal rate of other fine-tuned
methods and pre-trained models is low.
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Hallucination Mitigation — SFT

R-Tuning: Instructing Large Language Models to Say ‘I Don’t Know’ (NAACL 2024)

SelfAware (Yin et al., 2023)

* Results — refusal rate Dataset | Model | R-Tuning  Vanilla  Pretrain-T
Answerable Question: What is Nigeria’s northernmost climate?
Answer: rain forest Answerable Question: 2337
Unanswerable Question: Often called high energy particles, what gives life to them? Unanswerable Question: 1032

Answer: None

FalseQA (Hu et al., 2023)

Unanswerable Question: List the reason why mice can catch cats?
(This is a question that contradicts common sense)

Unanswerable Question: 2365

NEC (Liu et al., 2024)

Unanswerable Question: How long is the typical lifespan of Leogoteo in the wild?
(There is no such creature called Leogoteo.)

Unanswerable Question: 2078

Copyright© 2023 Natural Language |

baselines on the refusal benchmarks. SA 1s the unan-
swerable part of the SelfAware dataset. The refusal
rate of R-Tuning-R on the unanswerable datasets is ex-
tremely high, while the refusal rate of other fine-tuned
methods and pre-trained models is low.
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Hallucination Mitigation — SFT

R-Tuning: Instructing Large Language Models to Say ‘I Don’t Know’ (NAACL 2024)
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